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Scheme Category Prover time Verifier time Proof Size Falsifiable? Transparent?

WHIR 
[ACFY25] Hash-Based O(N ㏒(N)) 𝔽 O(λ ㏒(N)㏒㏒ (N)) 𝔽 λ ㏒(N) ㏒㏒ (N) 𝔽 

107 KB
Yes Yes

Bulletproofs 
[BBBPWM18] DLOG-Based O(N) 𝔾EC O(N) 𝔾EC

2 ㏒(N) 𝔾EC 
1.5 KB

Yes Yes

Dory 
[Lee21] DLOG-Based O(N) 𝔾 O(㏒N) 𝔾 6 ㏒(N) 𝔾T 

37 KB
Yes Yes

Dew, Behemoth 
[AGLMS23, SB23]

Groups of 
unknown order

O(N) 𝔾GUO 

O(N3㏒N) 𝔹 O(㏒N) 𝔽 
O(1) 𝔾GUO

O(1) 𝔾GUO 
9~12 KB No Yes

DewTwo 
[This work]

Groups of 
unknown order

O(N ㏒4N) 𝔾GUO 

O(N ㏒2N) 𝔹 O(㏒N) 𝔽 
O(㏒N) 𝔾GUO

㏒㏒(N) 𝔾GUO 
4.5 KB

Yes Yes
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• Our work: New falsifiable assumption in GUO instead of Generic Group Model.
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𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .p̃(X) ∈ ℤ[X]

2. For , compute .α > q p̃(α)

Commit: Encode  as an Integer [BFS20]p
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p(X)=p0 ⋅ X0+p1 ⋅ X1 + …+pN−1 ⋅ XN−1 ∈ 𝔽q[X]

p̃(X)=p̃0 ⋅ X0+p̃1 ⋅ X1 + …+p̃N−1 ⋅ XN−1 ∈ ℤ[X]

𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .p̃(X) ∈ ℤ[X]

2. For , compute .α > q p̃(α)

3. Output .p̃(α) ⋅ G

Commit: Encode  as an Integer [BFS20]p
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p(X)=p0 ⋅ X0+p1 ⋅ X1 + …+pN−1 ⋅ XN−1 ∈ 𝔽q[X]

p̃(X)=p̃0 ⋅ X0+p̃1 ⋅ X1 + …+p̃N−1 ⋅ XN−1 ∈ ℤ[X]

𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .


2. For , compute .


3. Output .

p̃(X) ∈ ℤ[X]

α > q p̃(α)

p̃(α) ⋅ G

Example: q = 7,α = 10

Commit: Encode  as an Integer [BFS20]p
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p(X)=p0 ⋅ X0+p1 ⋅ X1 + …+pN−1 ⋅ XN−1 ∈ 𝔽q[X]

p̃(X)=p̃0 ⋅ X0+p̃1 ⋅ X1 + …+p̃N−1 ⋅ XN−1 ∈ ℤ[X]

𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .


2. For , compute .


3. Output .

p̃(X) ∈ ℤ[X]

α > q p̃(α)

p̃(α) ⋅ G

Example: q = 7,α = 10
p̃(X) = 3 ⋅ X2 + 2 ⋅ X + 4 ∈ ℤ[X]

Commit: Encode  as an Integer [BFS20]p
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p(X)=p0 ⋅ X0+p1 ⋅ X1 + …+pN−1 ⋅ XN−1 ∈ 𝔽q[X]

p̃(X)=p̃0 ⋅ X0+p̃1 ⋅ X1 + …+p̃N−1 ⋅ XN−1 ∈ ℤ[X]

𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .


2. For , compute .


3. Output .

p̃(X) ∈ ℤ[X]

α > q p̃(α)

p̃(α) ⋅ G

Example: q = 7,α = 10
p̃(X) = 3 ⋅ X2 + 2 ⋅ X + 4 ∈ ℤ[X]

p̃(α) = 3 ⋅ 102 + 2 ⋅ 10 + 4

Commit: Encode  as an Integer [BFS20]p
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p(X)=p0 ⋅ X0+p1 ⋅ X1 + …+pN−1 ⋅ XN−1 ∈ 𝔽q[X]

p̃(X)=p̃0 ⋅ X0+p̃1 ⋅ X1 + …+p̃N−1 ⋅ XN−1 ∈ ℤ[X]

𝖢𝗈𝗆𝗆𝗂𝗍(𝖼𝗄, p) :

1. Compute .


2. For , compute .


3. Output .

p̃(X) ∈ ℤ[X]

α > q p̃(α)

p̃(α) ⋅ G

Example: q = 7,α = 10
p̃(X) = 3 ⋅ X2 + 2 ⋅ X + 4 ∈ ℤ[X]

p̃(α) = 3 ⋅ 102 + 2 ⋅ 10 + 4
= 324 ∈ ℤ

Commit: Encode  as an Integer [BFS20]p
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  p̃(α)⋅r̃(α) = (p̃0 + p̃1α + … + p̃N−1αN−1)⋅(r̃0 + r̃1α + … + r̃N−1αN−1)
 = (p̃0r̃0)⋅α0+  (p̃0r̃1+p̃1r̃0)⋅α1+  (p̃0r̃2+p̃1r̃1+p̃2r̃0)⋅α2 + …

=
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

Given , consider   z $← 𝔽q r := (zN−1, zN−2, …, z1,1) .
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  p̃(α)⋅r̃(α) = (p̃0 + p̃1α + … + p̃N−1αN−1)⋅(r̃0 + r̃1α + … + r̃N−1αN−1)
 = (p̃0r̃0)⋅α0+  (p̃0r̃1+p̃1r̃0)⋅α1+  (p̃0r̃2+p̃1r̃1+p̃2r̃0)⋅α2 + …

=
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

    := s + (p̃0r̃N−1+ p̃1r̃N−2 + … + p̃N−1r̃0) ⋅ αN−1 + u ⋅ αN
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  p̃(α)⋅r̃(α) = (p̃0 + p̃1α + … + p̃N−1αN−1)⋅(r̃0 + r̃1α + … + r̃N−1αN−1)
 = (p̃0r̃0)⋅α0+  (p̃0r̃1+p̃1r̃0)⋅α1+  (p̃0r̃2+p̃1r̃1+p̃2r̃0)⋅α2 + …

=
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

    := s + (p̃0r̃N−1+ p̃1r̃N−2 + … + p̃N−1r̃0) ⋅ αN−1 + u ⋅ αN

t = ⟨p̃,r̃⟩

Given , consider   z $← 𝔽q r := (zN−1, zN−2, …, z1,1) .

Products of Integer Encodings [AGLMS23]
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  p̃(α)⋅r̃(α) = (p̃0 + p̃1α + … + p̃N−1αN−1)⋅(r̃0 + r̃1α + … + r̃N−1αN−1)
 = (p̃0r̃0)⋅α0+  (p̃0r̃1+p̃1r̃0)⋅α1+  (p̃0r̃2+p̃1r̃1+p̃2r̃0)⋅α2 + …

=
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

    := s + (p̃0r̃N−1+ p̃1r̃N−2 + … + p̃N−1r̃0) ⋅ αN−1 + u ⋅ αN

p̃(z̃)

Given , consider   z $← 𝔽q r := (zN−1, zN−2, …, z1,1) .

Products of Integer Encodings [AGLMS23]
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  p̃(α)⋅r̃(α) = (p̃0 + p̃1α + … + p̃N−1αN−1)⋅(r̃0 + r̃1α + … + r̃N−1αN−1)
 = (p̃0r̃0)⋅α0+  (p̃0r̃1+p̃1r̃0)⋅α1+  (p̃0r̃2+p̃1r̃1+p̃2r̃0)⋅α2 + …

=
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

    := s + (p̃0r̃N−1+ p̃1r̃N−2 + … + p̃N−1r̃0) ⋅ αN−1 + u ⋅ αN

p̃(z̃) mod q = p(z)

Given , consider   z $← 𝔽q r := (zN−1, zN−2, …, z1,1) .

Products of Integer Encodings [AGLMS23]
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Strawman Construction

𝖵𝖾𝗋𝗂𝖿𝗒(𝗏𝗄, 𝖼𝗆, z, y, π) :

Recall that   𝖼𝗆 = p̃(α) ⋅ G
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Strawman Construction
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1. Define    and compute .r := (zN−1, zN−2, …, z1,1) r̃(α)
2. Check that:



𝖮𝗉𝖾𝗇(𝖼𝗄, 𝖼𝗆, p, z) :
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Strawman Construction

1. Define    and compute .r := (zN−1, zN−2, …, z1,1) r̃(α)
2. Output .π := (s, t, u)

𝖵𝖾𝗋𝗂𝖿𝗒(𝗏𝗄, 𝖼𝗆, z, y, π) :

1. Define    and compute .r := (zN−1, zN−2, …, z1,1) r̃(α)
2. Check that:

r̃(α) ⋅ 𝖼𝗆 = s ⋅ G + t ⋅ G + αN ⋅ ⋅ Gu



𝖮𝗉𝖾𝗇(𝖼𝗄, 𝖼𝗆, p, z) :
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Strawman Construction

1. Define    and compute .


2. Output .

r := (zN−1, zN−2, …, z1,1) r̃(α)
π := (s, t, u)

𝖵𝖾𝗋𝗂𝖿𝗒(𝗏𝗄, 𝖼𝗆, z, y, π) :

1. Define    and compute .


2. Check that:

r := (zN−1, zN−2, …, z1,1) r̃(α)

= s +t + αN ⋅ ⋅ Gu( )r̃(α) ⋅ 𝖼𝗆



𝖵𝖾𝗋𝗂𝖿𝗒(𝗏𝗄, 𝖼𝗆, z, y, π) :

𝖮𝗉𝖾𝗇(𝖼𝗄, 𝖼𝗆, p, z) :
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Strawman Construction

1. Define    and compute .


2. Output .

r := (zN−1, zN−2, …, z1,1) r̃(α)
π := (s, t, u)

1. Define    and compute .


2. Check that:

r := (zN−1, zN−2, …, z1,1) r̃(α)

= s +t + αN ⋅ ⋅ Gu( )r̃(α) ⋅ ⋅ Gp̃(α)( )
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• For honest , : 
 
 
 
 

p̃ r̃ ∈ [0,q − 1]N

20

    = s + (p̃0r̃N−1+ p̃1r̃N−2 + … + p̃N−1r̃0) ⋅ αN−1 + u ⋅ αN

 p̃(α)⋅r̃(α) =
N−2

∑
i=0

∑
j+k=i

p̃jr̃k αi+
N−1

∑
j=0

p̃jr̃N−1−j αN−1+
2N−2

∑
i=N

∑
j+k=i

p̃jr̃k αi

0 ≤ s ≤ αN−1 0 ≤ u ≤ αN−1

Are We Done?

0 ≤ t ≤ N ⋅ q2

 are too large to send in the clear!s, t, u
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Range Proofs

• Can the Prover instead directly send ?s ⋅ G, t ⋅ G, u ⋅ G

• For soundness to hold, the Verifier needs to be convinced that  
satisfy the appropriate bounds.

s, t, u

• Solution: Range Proofs

t ∈ [a, b]

(t − a)(b − t) ≥ 0

⟺H = t ⋅ G
t ∈ [a, b]
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Proof of Positive Exponent

22

H = t ⋅ G
t ≥ 0
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Proof of Positive Exponent

• Prior work: Lagrange four square theorem 
 

• For , Prover sends .H = t ⋅ G π := [(Hi := (x2
i ⋅ G), πi)]i∈[4]

• Verifier checks that the PoSE proof  for  is valid, for all , and 
that

πi Hi i ∈ [4]

H = H1 + H2 + H3 + H4

t ≥ 0 ⟺ ∃[xi]i∈[4]  s.t.  t = x2
1 + x2

2 + x2
3 + x2

4

Tool: An efficient PoSE [BBF19] that , with  bits.H = x2 ⋅ G |π | = O(λ)
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Proof of Positive Exponent

• Prior work: Lagrange four square theorem 
 

• For , Prover sends .


• Verifier checks that the PoSE proof  for  is valid, for all , and 
that

H = t ⋅ G π := [(Hi := (x2
i ⋅ G), πi)]i∈[4]

πi Hi i ∈ [4]

t ≥ 0 ⟺ ∃[xi]i∈[4]  s.t.  t = x2
1 + x2

2 + x2
3 + x2

4

Tool: An efficient PoSE [BBF19] that , with  bits.H = x2 ⋅ G |π | = O(λ)

t ⋅ G = x2
1 ⋅ G + x2

2 ⋅ G + x2
3 ⋅ G + x2

4 ⋅ G
Takes  time!Õ(N3)
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Proof of Positive Exponent

t ≥ 0 ⟺ ∃[xi]i∈[log N]  s.t.  t =
log N

∑
i=1

x2
i

Takes only  time!Õ(N)



• Our new theorem: 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• Construct a plausibly post-quantum secure ‘Proof of Squared Exponent’.
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